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MESSAGING APPS

DON’T LET THE DISAPPEARING ACT
CATCH YOU BY SURPRISE IN DISCOVERY

Joy Allen Woller and Jared Sutton

Slack. Jabber. Google Hangouts. Wickr.
Confide. Messaging apps are no longer the
future of eDiscovery, they are the present.
Although these chatstyle software programs
and mobile messaging apps provide conven-
ience for day-to-day business, they can pres-
ent significant challenges in litigation. A
party who is in litigation, or who reasonably
anticipates being in litigation, is obligated
to preserve relevant electronic evidence.
But what does that mean for a business that
utilizes an enterprise-wide chat function or
other forms of messaging? Are employees
permitted to use “disappearing” ephemeral
messaging apps to communicate after a liti-
gation hold is in place? Can they only use
systems that can be configured to prevent a
message from being completely deleted? By
and large, these questions remain unan-
swered, but understanding the rules frame-
work will lead us toward some of these
answers—and is the first step to preventing
the data disappearing act from catching you
by surprise.

ARE MESSAGING APPS SUBJECT TO
DISCOVERY?

In litigation, a party is entitled to dis-
cover electronically stored information
(“ESI”) that is relevant to a claim or defense
and proportional to the needs of the case,
considering the burden to the party produc-
ing it and the value of the information.
There is still some debate about whether
certain types of “disappearing” messages fall
into this scope of discovery because some
apps are designed specifically to prevent the
messages from being stored. Even so, if a
particular messaging app “journals” chats or
otherwise logs them, chances are high they
will be considered ESI and subject to discov-
ery.

Early case assessment involves searching
for the ESI that exists in many different
places. Because litigators typically focus on
email and other documents, it can be easy
to overlook chat messages as a source of po-
tential discovery. As you begin your initial
case investigation, remember to ask key wit-
nesses if they use chatstyle applications.

Lewis Roca Rothgerber Christie LLP

Likewise, ask opposing counsel about chat
and other ephemeral messages during the
court-mandated  discovery conference.
Failing to do so could mean losing an impor-
tant source of relevant information.
Assuming your company or your client
uses a messaging platform, what happens
next? You will want to ask at least three crit-
ical questions: (1) Are the chat messages
likely to contain information relevant to the
case?; (2) Are they fixed in some medium
that will allow them to be preserved and col-
lected?; and (3) How burdensome will
preservation and collection be?

IF 1 HAVE MESSAGES, DO | HAVE TO
PRESERVE AND PRODUCE THEM?
Chat messages present unique preser-
vation challenges. You will therefore need
to find out very early in your investigation
how your particular platform works. For ex-
ample, does it “journal” or save a copy of all
messages and, if so, for how long? Some sys-
tems delete virtually instantaneously, while
others allow perpetual preservation. Can
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the preservation function be turned on or
off and, if so, was it functioning during the
relevant time period? Finally, does the soft-
ware allow individual users to store their
own “chat history” and if so, did they? For
example, GSuite’s Google Hangouts offers
users the ability for individual users to store
their personal chat history in their Gmail ac-
count, but also permits GSuite administra-
tors to turn the function off.!

Without understanding how these plat-
forms work, it may look like messages have
“disappeared,” when copies are stored else-
where. It is therefore important to talk to
the administering I'T department or service
provider to understand the particular pro-
gram and determine whether relevant mes-
sages have been preserved.

After you have determined that rele-
vant text messages were created and kept,
the next step is to consider whether it will
be unduly burdensome to collect and pro-
duce them. Under the Federal Rules of
Civil Procedure, you may have at least two
objections to producing chat or similar mes-
sages, even if you know they exist and be-
lieve they might be relevant. The scope of
discovery is limited by proportionality fac-
tors, including the amount in controversy
in the case, the importance of the discovery
in resolving the issue, and whether the bur-
den or expense of the proposed discovery
outweighs its likely benefit.? In addition, a
party is generally not required to produce
ESI that it identifies as “not reasonably ac-
cessible” due to undue burden or cost.? You
may not be required to produce the mes-
sages if you can establish that the collection
and production of text messages would
cause an undue burden — either because
the information will have relatively little
value or because collecting them would be
incredibly expensive, or both.

For example, messages that can only be
recovered by a forensic expert (e.g., be-
cause they are “deleted” or saved only in
“unallocated” space on a computer hard
drive) may be too expensive to collect if
they have limited value in the case.
Collection may also require expensive com-
pany-wide preservation on systems that can-
not be controlled on a user-by-user basis. In
this case, the courts may find that a wide
sweep is unduly burdensome depending on
the circumstances.

It is important to be prepared to artic-
ulate, with specificity, the burden you antic-
ipate. Your argument should not simply
assume all messages are always difficult to
preserve and produce. In fact, some com-
monly used platforms offer eDiscovery ca-
pabilities for preservation of chat messages.
One such platform is Office 365, which

claims its eDiscovery capabilities include the
ability to export preserved chat messages in
Excel and other formats.*

CAN | KEEP USING “DISAPPEARING"”
MESSAGES?

A growing number of messaging appli-
cations (such as Snapchat, Threema, and
Confide), by design, do not keep messages
in a fixed form. Often referred to as
“ephemeral messaging apps” or “EMAs,”
these products typically offer encrypted, self-
destructing messages that give users privacy
and an opportunity to “chat off the record.”
But what happens when a litigation hold is
in place? May an individual or company use,
or continue to use, these confidential apps
to discuss matters relevant to the case, know-
ing the messages may be lost forever?

Ephemeral data is typically defined as
“data that exists for a very brief, temporary
period and is transitory in nature, such as
data stored in RAM.”> A number of thought
leaders have suggested that certain types of
ESI, such as “ephemeral” data, are presump-
tively “not reasonably accessible” and need
not be produced in litigation.® The 7th
Circuit’s  Electronic  Discovery  Pilot
Program, for example, lists several cate-
gories of ESI, including “ephemeral data”
that are generally not discoverable in most
cases.” Yet, some courts have held that other
forms of automatically “deleted” data (in-
cluding overwritten server logs and
Random Access Memory) are not necessar-
ily off-limits in discovery.®

These cases did not address the new
ephemeral messaging apps so there is an ar-
gument that those apps are qualitatively dif-
ferent, and thus, not subject to
preservation. If two people send messages
to one another on Threema, for example,
knowing that the messages will be immedi-
ately and permanently destroyed after they
are sent, is that substantively different than
a face-to-face conversation that is not sub-
ject to production? Much like an oral con-
versation, those messages can be explored
in deposition with all of the limitations in-
herent in backward-looking questioning.
But if the data was essentially never “stored”
should it be subject to production?

A recent case involving Uber and a sub-
sidiary of Google’s parent company began
addressing these questions, but didn’t fully
resolve them. In Waymo LLC. Uber
Technologies, Inc.,° Waymo accused Uber of
misappropriating trade secrets concerning
self-driving vehicles. Among a number of
discovery disputes, Waymo claimed that
Uber’s use of an EMA called Wickr while lit-
igation was pending was spoliation of evi-
dence. Regrettably, the court did not

resolve the question of whether use of an
EMA is permissible after a litigation hold is
in place. The court did, however, note that
Uber’s use of ephemeral communications
“is also relevant as a possible explanation for
why Waymo has failed to turn up more evi-
dence of [trade secret] misappropriation”
and ordered that Waymo would be permit-
ted to present evidence and argument
about Uber’s use of EMAs. Uber would like-
wise be able to present evidence that use of
the EMA showed no wrongdoing. Although
the Court did not prohibit the post-litiga-
tion use of EMAs, it certainly signaled that
parties do so at their own risk.

GET THE ANSWERS BY ENGAGING
THE RIGHT TEAM.

As more corporations and individuals
employ these platforms and collaborative
tools, we will see them more often at issue
in litigation. To navigate this frequently
changing landscape, it will be critical to en-
gage competent counsel and technical assis-
tance to ensure compliance with discovery
obligations.
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